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AvePoint SharePoint 2007 Seminars

Coming to a city near you!

Successful SharePoint Implementation: Maximize Application
Availability and Protect Your Mission-Critical Assets
Featured Speaker: Errin O’Connor, Founder and CEO, EPC Group

 WHEN ¢ Thursday, May 22, 2008 9:00am ¢ 12:00pm

« WHERE ¢ Microsoft Office, 333 Grand Avenue, Los Angeles, CA
» COST ¢ FREE, plus free giveaways!!

» Register at http://www.avepoint.com/seminars
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Protecting Your SharePoint Assets

What make SharePoint different, from a backup perspective?

Business critical applicationr platform

Distributed architecture

Storage of content (documents and metadata) in single,
locked down SQL database (SharePoint Content DBs)

Use as a document repository, knowledge management
system, and collaboration tool makes metadata critical, and
may have compliance implications
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Planning Considerations

Questions to ask yourselves... Do | need to frequently recovery
iIndividual items or documents?

Who will be performing the . :
backups? Does DBA understand How complicated does this have

business needs? to be?
What are the SLA’s | need to Will this be a manual or
meet? automated process?

Can | protect the entire
SharePoint farm, or should I just
backup the content?

How much storage do |
have? How much can be
used for backup?

How many backup cycles should |

How frequently should | back up each keep? On what type of storage?
site?
Are there compliance Should I rely on native tools, or
implications? Can you accept loss scope out some 3" party
of metadata and securities? products? etc...
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An Effective Data Protection Strategy

Full Spectrum Protection

1.
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Improve Recovery Speed Reduce Backup Window
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Command-Line Options

»Program Filez“Common Files“Microsoft Shared-web server extensions 12~BIN>stsa ° l‘ ”
Command Line “Backup”:

issing operation name or the operation name is invalid.

stsadm T o export url

stzadm.exe —o <{operation?> [<{parameters>]
stzadm.exe —help [{operation>]

z::gr}:i):(e —o addpath —url http://server-sites —type wildcardinclusion Stsadm I O Import url

letzadm.exe —o adduser

Tl beer ek siee . .

stsadm 1 o backup url

—username "Your Mame'
lztzadm.exe :ii};:zﬁﬂin—url http://serverssite —filename backup.dat —overwrite d T b k b k h d
tggdm:exe -0 hackug —directcig;- c:shackup —backupmethod fullp- Stsa m I O aC up aC upmet O
letsadm.exe —o createadminvs

—admapt_:reatenew i . .

Cainanidtype conf lyurableid stsadm T o restore I url

—admapidlogin DOMAINsuszer

—admapidpwd Password
lstsadm.exe —o createsite —url http://server/site

stsadm T o restore - restoremethod

—owneremail someonelexample.com
l=tzadm.exe —o createweb —url http://sepverssites/weh
lstsadm.exe —o deletesite —url http://server/site
lstsadm.exe —o deleteweb —url http:/sserverssitersweh
l=tzadm.exe —o enumsites —url http://server
lstsadm.exe —o enumsubwebs —url http://serverrsitesweh
lstsadm.exe —o enumusers —url http:/sserverssitesweh
lstsadm.exe —o extendvs —url http:/rserver:88
—ownerlogin DOMAIN-name
—owneremail someonelexample.con A
gtsadm.exe —o renameweb —url http://serverssiteg:s pPpogram Filez“Common Filez“Microszoft Sharedsweb server extenzionz~12-~BIW>stza
lztsadm.exe —o restore —url http://server-site
lstsadm.exe —o restore —directory c:sbackup “resdm —help export
lstsadm.exe —o setconfigdh —databaseserver serve
letsadm.exe —o uwnextendvs —url http:/rserver stzsadm.exe —o expoprt

[For information about other operations and para _'-“5_"1 <URL to be EquPtEd}
ze "stsadm.exe —help'" or “stsadm.exe —help <op —fFilename {EXDDPt fFile name>
[—overwrite]
[includeusersecurityl
[-haltonwarningl
[-haltonfatalerrorl
[—verszions <1—4>
1 — La=st major ver=zion for files and list item=z <Cdefault>
2 — The current version, either the last major or the last minor
3 — Last major and last minor wversion for filesz and list items
4 — All versions for filesz and list items]
[cabsi=e <integer from 1-1824 megabytes>]
[gquiet]
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Evaluating Command Line Methods

Pros cons

« Command line migration utility, can * No granular backup/restore
be used to migrate a copy of a site capabilities site, content DB, or farm
and hence back it up * Not full-fidelity backup, will lose some
« Export individual sub-sites or backup customization and metadata settings
entire site collections * Resource intensive, no scheduling
 Optional command-line switches (e.g. capabilities
overwrite original backup files, etc.) - stsadm must be executed locally by
administrators with proper
permissions
« Must be scripted, debugging difficult
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Central Administration Backup

« Backup down to the content database level
« Control over backup location and types of backup
« Overwrite or create new options Backup and Restore

o Petform a backup

o Backup and reskore histary

P Start Backup Process | 2~ VWiew History @ Restore fram backup

select | Component B3 o Backup and restore job skakus
=l Farm Farm (T T W T T T e e T e}
the entire server Farm,
SharePoint_Config Miu:ru:usuft.ShareF'u:uint..ﬁ.dministratiun.SPCnnFiguraI:iDnDatahaseCDnF'g"!ratmn data for
the entire server Farm,
=I'wWindows SharePoint Services \Web Application Windows SharePoint Services Web Application E;gﬁig;gnﬂ: wieb
Zontent and
= SharePoint 3000 Web Application configuration data For
this Web Application,
Content Far the Web
WSSS000_Cankent Conkent Database Applicatian,
=I'W3S_Adminiskrakion Zentral Adminiskration C':'"E.':t":fn of Web
Applications
Zontent and
—I'Wweb Application Web Application configuration data For

this Web Application,

SharePaoint_AdminContent_5d417630-4259- Content far the \Web

460c-8847-964d23d7cc 1a Gorlienit Bl Application.
Index user and
SP3earch Windows SharePoint Services Help Search assiskance content and

serve search queries
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Evaluating Central Admin Backup

Pros cons

« Native graphical utility built into * Limited granularity for both |
SharePoint central administration backup/restorec Ol Y QU a LJIS|C
* Protects farm-level database sub-sites, or folders
components * No scheduling options
 Handles multiple types of backups ¢ * No incremental backups
full and differential backups * Ignores other farm-level components
« Control over backup location ¢ IIS metabase, customizations on the

file system, etc.

 Resource intensive, expect longer
down-time

« Difficult to debug any errors

A AvePoint



Other Options

Recycle Bin Not a proactive backup strategy

. « Limited granularity on restore ¢ dependent on delete action
g » No protection against data corruption
* No coverage above folder level

. , . _ Versioning
« b20 | UNHzS a0l O] dzLIE &bl N cho:S Do
« Versioning needs to be turned on independently =« T
* Uses too much SQL storage
» Adds complexity to other backup strategies o
SQL Backup

* No granularity on backup/restore

« Who understands the business needs?

« Does not protect other SharePoint components
« Restore can be time consuming

&7
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Backup Criteria To Consider

Full fidelity of original data
Ensure that all content remains associated with its preserved metadata and
version histories. No jeopardizing of data integrity or falsification of records

Granularity of backup and recovery
Ability to backup and recover only what is deemed necessary, rather than
depending on full database backups

Flexibility of scheduling
Ability to efficiently discriminate dataschedule according to business needs
and frequency of content updates

Full coverage of all SharePoint farm-level components
Insure all levels of your SharePoint components against unforeseen disasters and
easily recover an entire farm
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Business Criticality Matrix

Business Importance of Data: Criticality Matrix

Frequency of
Change/Modifications

High

Multiple times/day

Medium

Once/day to multiple times/week

Low

Once/week or less

Daily Backup

Blogs
Support FAQs/References
Document Libraries etc.

Hourly Backup
Ongoing projects
Active meeting sites

etc.

Hourly Backup
SEEIEERS

Customer records

etc.

Hourly Backup
Financial reports

Daily sales reports
etc.

Weekly Backup Daily Backup
Support User Guides Time Sheets

Training Materials Price Sheets

Wikis Other meeting sites etc.
Weekly Backup Weekly Backup

HR employee guides
Personal sites
Vacation Policies etc.

Marketing brochures
Sales materials
Pre-sales literature etc.

Daily Backup
Annual reports

Mo. sales reports
Board reports etc.

Low

Medium

Business Criticality

High
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Storage Differentiation

SharePoint
Environment

Backup Plans

Tiered
Storage

B

5

Weekly Full
Daily
Incremental

Weekly Full
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DocAve 4.5: Backup and Recovery

Backup & Recovery

Backup and RecoveryEn B
High Availability E"""

Migration to SharePoint

Extending the lead in enterprise-class SharePoint data

protection and disaster recovery
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Flexible Content Backup

* Item-, sub-site-, site- and backup & full- Granular content backup and
fidelity restores full-fidelity restore
* Load-balancing across front-end servers

» Full, incremental, and differential backups

« Multiple schedules, with customizable el — coatscn o
backup plans that can be run during :
production hours

«  Fast backup speeds: 60GBs/hr per plan at T
ndieahisai [CIo Schodule

tl Ie Itel | |'Ieve| D rontemis o
0 Ao s tes tedts e
@O Ful O Incremental OO Dferentid

* Tree mode, List mode, and a Smart Plan filter o e
mode

O Every Weekis)

» Differentiate data backup across storage tiers

Sunday [0 Monday [ Tuesday
» Qut-of-place restore, including to separate
farms or file systems

=
[¥] Wednesday [[] Thursday [[] Fnday
O

Satyrday

Save a3
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Comprehensive Platform Protection

- Backs up entire SharePoint farm including all ~ Solution for complete farm
servers, databases with all configurations, protection, Allserver
and file systems Restoration

» Flexible, granular recovery at site, sub-site, ... |
item, item version levels Media Serer. [N

- Leverages VSS or VDI to reach backup speeds """ si—m
to 175GB/hour

Ernail Notification; [-Mone-

Drive: Default Logical Drive

I

Data Configuration:[-Mone-

|< L)« ||«

(]

=& ¢ Farm

‘4@l SharePoint_Config{M)

° Backu p Of Shared Se erceS, Incl ud | ng - %! windows SharePaint Services Web Applicat

£ %] wss_Adrinistratian

search/index servers, forms, project server . SEFsna e
I:HE \(-;\-'ion aotijaSrcarzstoti::g;ervices Searc W No Schedule
*  Allows for quick restore (including out-of- H’"..%‘_e.qiea:h?nmw i | -
oL _JJ InfaPathFarmServices Manage Farm Templ: | | | .
place) of SQL, Index, Search, Job, and Front- G5 e | @Ful @ Difrental @ ncrementl
End Se rve rs I':'IE‘DE‘QErI Ifgnr:;End-Web Servers L Start time: | |

. EDC; 115 Settings Interval: ISeIect One Yl
rA = N v L 7| Sharepoint Templates
« bh¢ | -Yéoal NB ¢atH deeddoA 2 Y G5

G System Features
. . . I:Iﬂ Custom Features

reinstall Windows Server, SharePoint, and OO st

SQ L Se rve r DEIJ;xg: File System Folders

[ |4 Solution Features
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Twynham School

J Marked Present ' Pegie
Bl Esucstes i ste Stephen 3freet's Attendence 2
L Other Avthorized Circumstances
[ Dusl regist-stion Mon Tue Wed Th U 1 1 s e 4,30 i
ﬁ :::‘::ﬁ bt et AM PM AM PM AM PM AM | ™ Vosr Samarch e
fn mily holiday [ag Oy Dapartount
G Family holiday (not sgresd) 05/11/2007 100% ¢ & & & & & I ﬂ v ey e X2
H Farmily haliday (sgreed) e e e B e S NemERPYES.
T Diness 12112007 M0% e & L L f
‘I“b"‘”i""" 18/11/2007 M00% & & & & F & L oo
Medical appointment ”~ v s aRpany
No rasson 26/11/2007  100% & & & & & & L By | ot rdney
Unauthorised sbasnce
sproved sparting sctivity 0311272007 B7T% @ & L -
igious observance :.D @ T
Ay leenwe eeps
'ler abserce J
H":r;e -~ Twynham = Reports = StudentReports
b =+ | (2] 4 4 of 1 [ [ Find Next | 100% -
.dent Name Gender Year Tutor Ay GCSE
treet, Stephen M 13 12KC 50.11

2007/2008 2006/2007

REVIEW AtL Y 12Report Reviews2 Reviews
Effort Effort

Subject Name Effort Effort

100.L0% B A

Applied Information
Technology Single Award

Music B 100.0% B B

Music Technology A 100.0 % - B
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Twynham School

~— Opportunities and Challenges ———

uSharePoint is integral to daily operations (i.e. class
schedules, grades, coursework, and digital media)

oRequired a robust data protection solution for their

6000+ users a¢KS 1S& (KDogAsesA
uRelied on Symantec/Veritas Backup Exec but did not bestof-0 NB SR ¢
__fulfill needs ) David Coleman, Network
Administrator
~— Solution and Results ~

uDocAve and Symantec together to protect 100GB of site content, and 1TB of
media content

cNightly full backups written directly to network attached storage and backup
records are maintained for 14 day retention cycle, all managed by DocAve
uEnjoyed significant performance improvement on system resources dedicated
to data protection

Ku}\leeds to expand SharePoint farm, will be using out-of-place restore capabilities

_J
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Summary

Market-leading Business Flexible Deployment
Data Protection Continuity & Scheduling

- Proven, mature - All mission-critical - Protect entire platform,
backup, restore, information is kept sites, sub-sites, or just
disaster recovery intact content items
framework - Folder structures, - Plan backup jobs

- Effortlessly protect metadata, securities, according to business
SharePoint platform etc. all retained with needs or organizational

full fidelity timetables

- Improve IT productivity
#

-

##
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Contact AvePoint

AvePoint, Inc

100 Century Center Court
Suite 310

San Jose, CA 95112

Questions?

West Region Inside Sales
www.AvePoint.com

\
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Direct: 408-452-1960
Fax: 408-452-1964

1

sales@avepoint.com

Thank You for Your Time!
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